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BOUTIQUE REAL ESTATE QLD PTY LTD

ABN: 66 674 689 233
Trading as: Boutique Real Estate QLD

PRIVACY, CONSENT AND IDENTITY VERIFICATION NOTICE

1. About This Notice
Boutique Real Estate QLD Pty Ltd, frading as Boutique Real Estate (“Boutique Real Estate QLD", “we”, *us”
or *our”), is committed to protecting your privacy and handling your personal information responsibly.

We collect, hold, use and disclose personal information in accordance with applicable Australian laws,
including:

the Privacy Act 1988 (Cth);

the Australian Privacy Principles;

the Anfi-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth);
applicable AML/CTF Rules;

the Spam Act 2003 (Cth); and

other applicable real estate, taxation, record-keeping and regulatory requirements.

This Privacy, Consent and Identity Verification Notice explains how and why we may collect, use, disclose,
store and protect your personal information when providing real estate and related services.

Our full Privacy Policy contains further information about our privacy practices, including how you may
request access to or correction of your information, make a privacy complaint and how we will respond
to your complaint.

Our Privacy Policy is available at:

www.boutiquerealestateqld.com.au
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COLLECTION OF PERSONAL INFORMATION
2. Information We May Collect

We collect personal information that is reasonably necessary for our business activities, the provision of our
real estate services and compliance with our legal and regulatory obligations.

Depending on your relationship with us and the services being provided, the personal information we may
collect includes:

e your full name;

e date and place of birth;

e residential and postal addresses;

e email address;

¢ felephone numbers;

e occupation and employer details;

e financial information, including income, banking, lending and payment details;

e property ownership information;

e details of property transactions;

e tenancy history and rental application information;

e emergency contact information;

e details of spouses, partners, dependents, occupants, representatives or authorised persons where
relevant;

e copies or details of identification documents;

¢ government-issued identifiers, where permitted or required by law;

e citizenship, residency or taxation-related information where relevant;

e beneficial ownership and control information;

¢ information concerning trusts, companies, partnerships or other legal arrangements;

¢ information about directors, shareholders, trustees, beneficiaries, partners, officeholders or persons
exercising control;

e politically exposed person information;

e sanctions-screening information;

e source of funds and source of wealth information where required;

e information relevant to assessing money laundering, terrorism financing, proliferation financing,
fraud or other financial crime risks;

o facialimages, selfies, short video recordings, liveness-detection information or other biometric
information where electronic identity verification is used;

e correspondence, emails, telephone records, electronic communications and other dealings with
us;

¢ information collected through our website, electronic systems and service platforms; and

e any other information reasonably necessary to provide our services or meet our legal obligations.

Sales & Investment Management B hello@boutiquerealestategld.com n 214 Woodward Street,
(07) 21455924 www.boutiquerealestegld.com Whitfield QLD 4870




BOUTIQUE

REAL ESTATE™

We will endeavour not to collect more personal information than is reasonably necessary for the purpose
for which it is collected.

3. How We Collect Personal Information
Where lawful and practicable, we will collect personal information directly from you.
We may collect information when you:

enquire about, sell, purchase, lease or manage a property;

enter info an appointment, agreement, contract or tenancy arrangement;

submit a tfenancy application;

attend an inspection or open home;

communicate with us by telephone, email, website, social media or another electronic platform;
provide identification or complete an identity-verification process;

interact with AMLHub or another service provider acting on our behalf; or

otherwise engage us to provide real estate or related services.

In some circumstances, we may collect personal information from third parties, including:

your authorised representatives;

vendors, purchasers, landlords, fenants and occupants;

previous property managers, agents or landlords;

employers and referees;

legal representatives and conveyancers;

financial institutions, lenders and mortgage brokers;

accountants and financial advisers;

government departments, regulators and law-enforcement agencies;
the Australian Transaction Reports and Analysis Centre (“AUSTRAC");
the Titles Registry;

the Residential Tenancies Authority;

tenancy databases;

utility providers;

publicly available registers and sources;

electronic identity-verification providers;

AMLHub and service providers engaged through AMLHub;
fraud-prevention, sanctions-screening and risk-intelligence providers; and
other organisations authorised by you or permitted or required by law.
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If you provide us with personal information about another individual, you must ensure that you are
authorised to provide that information and, where appropriate, that the individual has been made aware
of this Notice.

4. If You Do Not Provide the Requested Information
You are not always required to provide the personal information requested by us.

However, if you do not provide information that is reasonably necessary or legally required, we may be
unable to:

verify your identity;

complete required customer due diligence;

assess a tenancy application;

enter intfo or continue an agency appointment or business relationship;

act in connection with the sale, purchase, leasing or management of a property;
process payments, bonds or transactions;

comply with our legal obligations; or

provide some or all of the services requested.

Where we are legally required to verify your identity or complete customer due diligence, we may be
unable to provide a designated service or proceed with a transaction until those requirements have been
satisfied.

IDENTITY VERIFICATION AND AML/CTF

5. Identity Verification

We may be required to establish and verify your identity before providing certain services.
Identity verification assists us to:

comply with legal and regulatory obligations;

complete customer due diligence;

identify beneficial owners and persons exercising confrol;
minimise identity theft and fraud;
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e protect our clients and business;
e manage money laundering, terrorism financing and proliferation financing risks; and
¢ confirm that individuals are authorised to act on behalf of another person or entity.

Identity verification may be completed using:

original or certified identification documents;

electronic identity-verification services;

the Australian Government Document Verification Service;
government and public registers;

financial institutions;

AMLHuUb;

identity-verification providers engaged through AMLHub; or
other authorised or appropriately qualified verification services.

Where electronic verification cannot be completed successfully, we may request further identification,
supporting documents or information and may undertake manual verification.

We may also need to refresh or repeat identity verification during our relationship with you where required
by law or where there has been a material change in your circumstances or risk profile.

6. AMLHub and External Verification Providers

Boutique Real Estate QLD uses AMLHub, an external AML/CTF compliance and technology provider, to
assist us in meeting our identity-verification, customer due diligence, screening, record-keeping and
related AML/CTF obligations.

For these purposes, we may disclose your personal information to AMLHub. AMLHub may also use
appropriately authorised third-party providers to complete elements of the verification process.

Information processed through AMLHub or its providers may include:

your name, date of birth and address;

contact information;

details and images of identification documents;
document-verification results;

facial images, selfies or short video recordings;
liveness-detection information;
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sanctions, politically exposed person and adverse-information screening results;
beneficial ownership and control information;

source of funds and source of wealth information;

risk-assessment information; and

other information required to complete customer due diligence.

AMLHub and any providers engaged through AMLHub process information for the purpose of assisting
Boutique Real Estate QLD to meet its legal and regulatory obligations and in accordance with their
applicable privacy and security terms.

You may also be presented with AMLHub's or another verification provider's privacy notice, collection
notice, terms or consent request as part of the electronic verification process.

7. Biometric and Sensitive Information

Where electronic identity verification involves facial matching or liveness-detection technology, biometric
information may be collected.

This may include:

a facial image;

a selfie;

a short video recording;

facial geometry or facial-matching information;
liveness-detection information; or

verification results generated from those materials.

Biometric information used for automated biometric identification or verification is sensitive information
under the Privacy Act 1988 (Cth).

Where consent is legally required, biometric information will only be collected with your express consent.
Biometric information collected through the verification process will be used only for:

verifying your identity;

preventing impersonation, identity theft and fraud;
completing customer due diligence;

complying with AML/CTF and other legal obligations; and
managing related legal, security and financial crime risks.
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We will not use biometric information for direct marketing.

Where an external verification provider collects biometric information directly from you, that provider may
hold and process the information on behalf of Boutique Real Estate QLD or in accordance with its own
legal obligations and privacy terms.

Where an appropriate alternative verification method is reasonably available, you may contact us to
discuss manual or non-biometric verification. Alternative verification may require you to provide additional
identification documents or attend an in-person verification appointment.

8. Anti-Money Laundering and Counter-Terrorism Financing

Boutique Real Estate QLD is required to comply with Australia’s anfi-money laundering and counter-
terrorism financing legislation when providing regulated or designated services.

For AML/CTF purposes, we may collect, verify, hold, use and disclose information to:

establish and verify your identity;

identify and verify beneficial owners;

identify persons acting on behalf of a customer;

understand the nature and purpose of the business relationship or fransaction;
assess money laundering, terrorism financing and proliferation financing risks;
determine whether a person is a politically exposed person or subject to sanctions;
understand or verify the source of funds or source of wealth where required;
conduct initial and ongoing customer due diligence;

monitor transactions and customer relationships;

maintain required AML/CTF records;

identify and report suspicious matters;

respond to requests, notices or directions from AUSTRAC or another authorised body; and
otherwise comply with AML/CTF, sanctions and financial crime laws.

We may disclose information to:

AUSTRAC;

AMLHuUb;

electronic identity-verification providers;

sanctions and politically exposed person screening providers;
financial crime and fraud-prevention providers;
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government departments;

regulators;

laow-enforcement and intelligence agencies; and

other persons where disclosure is authorised or required by law.

Certain AML/CTF laws may require or permit us to collect, use, retain or disclose information without
obtaining further consent.

In some circumstances, we may be legally prohibited from informing you that information has been
reported or disclosed, including where doing so could prejudice an investigation or contravene
applicable tipping-off restrictions.

USE AND DISCLOSURE OF PERSONAL INFORMATION
9. How We Use Personal Information
We may collect, hold, use and disclose personal information for purposes including:

selling, purchasing, leasing or managing property;

preparing agency appointments, contracts, leases and related documents;

arranging and conducting property inspections and open homes;

processing tenancy applications;

administering tenancies and property-management services;

arranging repairs, maintenance and contractor access;

managing rent, deposits, tfrust money and bond administration;

communicating with owners, tenants, purchasers, vendors and other parties;

facilitating property settlements and transactions;

providing information to legal representatives, conveyancers, lenders and other transaction
participants;

verifying identities and authorities;

conducting customer due diligence and ongoing customer due diligence;

identifying beneficial owners and persons exercising control;

conducting sanctions, politically exposed person, adverse-information and fraud screening;
verifying source of funds or source of wealth where required;

preventing fraud, identity theft, money laundering, terrorism financing and other unlawful activity;
complying with AML/CTF, real estate, taxation, tenancy, trust-account and other legal obligations;
responding to government, regulatory or law-enforcement enquiries;

resolving complaints and disputes;

Q Sales & Investment Management B hello@boutiquerealestategld.com n 214 Woodward Street,
(07) 21455924 www.boutiquerealestegld.com Whitfield QLD 4870




BOUTIQUE

REAL ESTATE™

e maintaining records;

e managing our client and customer relationships;

e improving our services, systems and business operations;

e conducting quality assurance, auditing and staff training;

e protfecting ourrights, property, systems, clients and personnel;

¢ marketing our services and property opportunities where permitted by law; and
e any other purpose authorised by you or permitted or required by law.

We may also use or disclose information for a related purpose where you would reasonably expect us to
do so and the use or disclosure is permitted under applicable privacy laws.

10. Disclosure of Personal Information

Where reasonably necessary to provide our services or meet our obligations, we may disclose personal
information to:

e vendors, purchasers, landlords, fenants, prospective tenants and occupants;
e authorised representatives;

e legalrepresentatives and conveyancers;

e mortgage brokers, lenders and financial institutions;

e accountants, auditors and financial advisers;

e insurers and insurance brokers;

e valuers;

e building, pest, pool and other inspectors;

e confractors, fradespeople and maintenance providers;
e Ufility connection providers;

e property managers and other real estate professionals;
e body corporate managers;

e the Titles Registry;

e the Residential Tenancies Authority;

e fenancy databases;

¢ government departments and regulators;

e AUSTRAC;
¢ law-enforcement and intelligence agencies;
e AMLHub;

e electronic identity-verification providers;

e sanctions, politically exposed person and financial crime screening providers;
¢ information technology, cybersecurity, cloud-storage and software providers;
¢ payment, banking and trust-account service providers;
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e electronic signing and document-management providers;

e website, communications and customer-relationship-management providers;
¢ marketing and advertising service providers where permitted by law;

e ourrelated entities, successors or potential purchasers of our business;

e professional advisers; and

e any other person authorised by you or permitted or required by law.

We will take reasonable steps to limit disclosures to information that is reasonably necessary for the
relevant purpose.

11. Overseas Storage and Disclosure

Some of our service providers, including cloud software, communications, data storage, identity-
verification and compliance providers, may store, access or process personal information outside
Australia.

This may include AMLHub or third-party service providers engaged through AMLHub.

The countries in which information is stored or processed may vary depending on the provider, its
infrastructure and the service being used.

Where practicable, information about likely overseas locations will be contained in:

e our full Privacy Policy;
¢ the relevant provider’s privacy policy or collection notice; or
e information presented to you during the electronic verification process.

Where required by the Australian Privacy Principles, we take reasonable steps to ensure that overseas
recipients handle personal information in a manner consistent with applicable Australian privacy
requirements.

However, in some circumstances, an overseas disclosure may occur with your informed consent or under
another exception permitted by law.
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SECURITY, RETENTION AND DATA BREACHES
12. Data Security

We take reasonable steps to protect personal information from:

e misuse;
e interference;
e |oss;

e uUnauthorised access;
e unauthorised modification; and
e uUnauthorised disclosure.

Our security measures may include:

e secure electronic systems;

¢ password and multi-factor authentication controls;

e role-based access controls;

e encryption where appropriate;

e secure communications and document-fransfer processes;
e staff privacy, confidentiality and security obligations;
e staff fraining;

e secure physical and electronic storage;

e provider due diligence;

e system monitoring;

e cybersecurity controls;

¢ data backup and recovery processes; and

e review of our information-security practices.

No method of electronic fransmission or storage is completely secure. While we take reasonable
precautions, we cannot guarantee that unauthorised access or disclosure will never occur.

13. Data Breaches
We maintain procedures for responding to suspected or actual data breaches.

Where a data breach is likely to result in serious harm to one or more individuals and remedial action has
not prevented that risk, we will comply with the Notifiable Data Breaches Scheme.

Q Sales & Investment Management B hello@boutiquerealestategld.com n 214 Woodward Street,
(07) 21455924 www.boutiquerealestegld.com Whitfield QLD 4870




BOUTIQUE

REAL ESTATE™

Where required, this may include notifying:

o aoffected or at-risk individuals; and
e the Office of the Australian Information Commissioner.

Where a breach involves information held by AMLHub or another service provider, we may work with that
provider to investigate, contain, assess and respond o the incident.

14. Retention of Personal Information
We retain personal information for as long as reasonably necessary to:

provide our services;

manage our relationship with you;

comply with legal and regulatory obligations;

maintain AML/CTF and customer due diligence records;

comply with real estate, trust-account, taxation and corporate record-keeping obligations;
respond to enquiries, complaints, disputes or legal proceedings;

enforce agreements;

manage risk; and

protect our legal rights and interests.

Information collected for AML/CTF purposes may be retained for the period required under applicable
AML/CTF legislation, even after our relationship with you has ended.

When personal information is no longer required to be retained, we will take reasonable steps to securely
destroy it or permanently de-identify it, unless retention is required or authorised by law.

MARKETING, ACCESS AND COMPLAINTS
15. Direct Marketing
Where permitted by law, we may use your personal information to communicate with you about:

e ourreal estate services;
e property opportunities;
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market updates;

events;

news;

promotions; and

other information we reasonably believe may be relevant to you.

You may opt out of receiving direct marketing communications at any time by:
e using the unsubscribe facility provided in the communication;
e contacting us using the details below; or
e advising the relevant Boutique Real Estate QLD team member.

We will process opt-out requests within a reasonable period.

Opting out of marketing communications will not prevent us from sending communications reasonably
necessary to provide services, administer a transaction or tenancy, or comply with our legal obligations.

16. Sale of Personal Information
Boutique Real Estate QLD does not sell personal information to third parties.

This does not prevent us from disclosing information to service providers, transaction participants or
regulators for the purposes described in this Notice.

17. Access and Correction
You may request access to the personal information we hold about you.

You may also request that we correct personal information that is inaccurate, out of date, incomplete,
irrelevant or misleading.

Requests should be made using the contact details below.

We may need to verify your identity before processing an access or correction request.

Q Sales & Investment Management B hello@boutiquerealestategld.com n 214 Woodward Street,
(07) 21455924 www.boutiquerealestegld.com Whitfield QLD 4870




BOUTIQUE

REAL ESTATE™

In some circumstances, we may be permitted or required to refuse access or correction. If this occurs, we
will generally provide written reasons unless it would be unlawful or unreasonable to do so.

We will not charge you for making an access request. A reasonable administrative charge may apply for

providing access where permitted by law. We will advise you of any proposed charge before
proceeding.

18. Privacy Complaints

If you believe that we have breached your privacy or mishandled your personal information, you may
make a complaint to our Privacy Officer.

Please provide sufficient details to allow us to understand and investigate your complaint.

We will:
e acknowledge your complaint within a reasonable period;
e investigate the matters raised;
e communicate with you where further information is required; and
e provide our response within a reasonable period.

If you are not satisfied with our response, you may lodge a complaint with the Office of the Australian
Information Commissioner.

CONTACT DETAILS

19. Privacy Officer

Boutique Real Estate QLD Pty Ltd

Address: 214 Woodward Street, Whitfield QLD 4870
Phone: (07) 2145 5924

Email: hello@boutiquerealestategld.com
Website: www.boutiguerealestategld.com.au
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For AML/CTF-related enquiries, you may also address your correspondence to:

AML/CTF Compliance Officer
Boutique Real Estate QLD Pty Ltd
hello@boutiquerealestategld.com

ACKNOWLEDGEMENT AND CONSENT

20. Privacy Acknowledgement

By signing below, | acknowledge that:

| have received, read and understood this Privacy, Consent and Identity Verification Notice.

| understand how Boutique Real Estate QLD may collect, hold, use and disclose my personall
information.

| understand that my personal information may be obtained from and disclosed to third parties
where reasonably necessary to provide services or comply with legal obligations.

| understand that Boutique Real Estate QLD uses AMLHub as an external AML/CTF compliance and
identity-verification provider.

| understand that my personal information may be provided to AMLHub and providers engaged
through AMLHub for identity verification, customer due diligence, screening, record-keeping and
related AML/CTF purposes.

| understand that Boutique Real Estate QLD may be required to collect, verify, retain, use or
disclose information under AML/CTF legislation without obtaining further consent.

| understand that Boutique Real Estate QLD may be unable to provide certain services or proceed
with a transaction if required identification or customer due diligence information is not provided.

| understand that laws may prevent Boutique Real Estate QLD from informing me about certain
reports, enquiries or disclosures.

| understand that | may contact Boutique Real Estate QLD to request access to or correction of my
personal information or to make a privacy complaint.
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21. Electronic Identity Verification Consent
Please tick the box below where electronic identity verification is to be completed.

O I consent to Boutique Real Estate QLD disclosing my personal information and identification information
to AMLHub and relevant identity-verification providers for the purpose of electronically verifying my
identity and completing required customer due diligence.

I understand that electronic verification may involve checking information from my identification
documents against government, public, commercial or authorised data sources, including the Australian
Government Document Verification Service.

22. Express Biometric Consent
Please tick the box below where facial matching, selfie verification or liveness detection will be used.

O 1 expressly consent to the collection, use and disclosure of my biometric and sensitive information,
including facial images, selfies, short video recordings, facial-matching information and liveness-
detection information, by Boutique Real Estate QLD, AMLHub and relevant identity-verification providers
solely for identity verification, fraud prevention, customer due diligence and compliance with legal
obligations.

| understand that:

e biometric verification will only be used where applicable to the identity-verification process;

e biometric information will not be used by Boutique Real Estate QLD for direct marketing;

e | may contact Boutique Real Estate QLD to ask whether a reasonable non-biometric verification
method is available; and

¢ withdrawing consent will not affect processing already lawfully completed and may not require
the deletion of information that must be retained by law.

23. Withdrawal of Consent

Where processing is based on my consent, | understand that | may withdraw that consent by nofifying
Boutique Real Estate QLD in writing.
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| understand that:

¢ withdrawal will not affect collection, use or disclosure lawfully undertaken before consent was
withdrawn;

« withdrawal may affect Boutique Real Estate QLD's ability to provide requested services;

¢ withdrawal will not prevent Boutique Real Estate QLD from collecting, retaining, using or disclosing
information where authorised or required by law; and

e information may continue to be retained for mandatory AML/CTF, real estate, taxation or other
statutory record-keeping periods.

SIGNATURE

Full name:

Signature:

Date:

Full name:

Signature:

Date:
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